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Watch the Henhouse Carefully — There May Be Chickens Inside

All too often | find myself coming to the aid and service of a dentist or group practice that has been unknowingly
victimized by an individual or group or fellow coworker. In my many years of personal experience, patients should
not be overlooked either. Dental offices are quite easily targeted by unscrupulous perpetrators posing as patients
seeking dental care. Collusion between employees and patients should not be overlooked as a potential source of
problems. All too often | find as the norm that multiple employees as well as patient families are involved in the
scheme.

I’'m not talking about stolen pens and paperclips. Nor am | addressing pilfered lunch money from the office candy jar
or the missing $20 bill from the hygienist’s pocketbook left in the break room. What I’'m talking about here is
embezzlement — the fraudulent appropriation of funds and/or property entrusted to one’s care but actually owned by
someone else. By definition, the painful part of this ever growing crime is the fact that it is perpetrated by an
individual in a position of trusted responsibility.

As concerns the theft itself, | have personally assisted in the investigation as well as prosecution and returned
restitution sentencing for both monetary as well as non-cash properties. Intellectual property, patient records, dental
services and identity theft are the more common non-cash “fruits of the crime.” Petty cash ledgers, credit card and
third-party lender processings, insurance claims and EOB’s, walk out statements and your very own automated
practice management system and daily mail are all too often the overlooked “smoking guns.”

Knowing quite well that care should be taken so as to not create a training manual for the unscrupulous, | will limit
my discussions here to the issues surrounding your patient’s insurance benefits and how to prevent the
misappropriations of funds. My two target audiences for this specific article are the doctor/owner and the executive
business manager supervising the financial as well as treatment coordinators.

According to my friends at the National Health Care Anti-Fraud Association (NHCAA.org), “Health care fraud is the
number one type of fraud committed each year, with $50 to $100 billion in fraudulent claims alone.” And, the
insurance company and plan purchaser are not the only victims. All too often the owner / doctor are the unknowing
parties in the crime.

Protect Yourself — No One Else Will

Start the process by locking the henhouse door. In short, your practice management system must be locked down to
prevent unauthorized access to editing capabilities. Under no condition should anyone other than the owner(s) /
dentist(s) be allowed access to edit a patient or patient family financial or treatment ledger. Demographic information
such as name, address, employer, responsibility party, benefit plan specifics is not a major problem, provided the
patient is an actual patient of record that has received treatment in your office.

As the owner / doctor of your individual practice you should “personally” contact the tech support division of your
software company and immediately implement the necessary security measures to lock down your software. A
review of past edits and changes posted to patient ledgers could be quite enlightening to you and your accountant.
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If you find this report has been or is routinely deleted — you have the early signs of
a confirmed case involving a potential rat in the woodwork. NEVER should an edit
log or transaction history log ever be deleted. These reports should have an initial
date of transaction beginning on the day the software was originally installed in
your office.

Password protected administrative access is about the only real viable solution to
today’s ever-growing theft problem. Each employee’s unique level of access must
be adequately controlled. Many practices have initiated an immediate “dismissal
from employment” policy if passwords are shared, compromised or disclosed.

Clinical team members need only access to clinical data entry so that business
team members cannot change procedural as well as coding specifics. Business
team members need only access to administrative data entry so that clinical team
members cannot change billing or accounting specifics. With the right systems in
place everyone should be able to see as well as access the office schedule —
editing the schedule (not the pre-defined templates) is another issue all together.

A business team member should not be able to change a clinical team member’s
entry of D4910 to D1110 so as to simply reduce a patient’s out-of-pocket expense.
Or worse, add a D2950 to the crown simply to increase the office production for
the financial period. Conversely, clinical team members should not be able to
change previously entered treatment dates so as to not max out a patient’s plan of
benefit.

You see, the sword cuts both ways as the stepping stones of embezzlement all
too often must require multiple individuals allowing for a more preventive system
of self run checks and balances. This is not unlike why it takes two keys to open
your safe deposit box at the bank.

For some great unknown reason our elected officials within the DC Beltway fail to
understand the concept of locking the henhouse door. Close the door, secure the
perimeter, and get the fox out of the henhouse. This will keep the fox away. Chase
the fox away with the door still open and the fox will simply return to steal more
hens.

To control the influx of illegal as well as dangerous human and nonhuman
contraband one must first secure the border. Close the border to unlawful ingress
as well as egress and the lawful ports of entry can be safely as well as efficiently
controlled. So is the case with your office practice management system.

Do the Right Thing at the Right Time

It is important to create as well as maintain a non-confrontational climate of
accountability in your practice. Employees must know that you are using
monitoring systems or audits to ensure the integrity of their work. Keep the focus
on overall patient care as a ruse for now paying attention. If employees know that
the business owner never monitors petty cash or accounts receivable, or that you
don’t compare invoices before signing the checks to pay them, you invite
employees to take advantage of your lax business practices.

Monitoring systems are most effective when they are randomly conducted.
Regularly scheduled audits do minimize theft, but they also give the embezzling
employee the opportunity to balance out the accounts if he or she knows when the
audit is going to take place.
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Start Your Own Investigation

Pull the actual archived hard copy of some specific day sheets from last year (18 to
24 months ago) and compare them to the same dated reports you just now ran.
Fifty to eighty should be just fine for a random sample. Now for the preliminary
analysis - if they are not precisely the same — you have a problem that needs to be
immediately addressed. All too often the perpetrator(s) will attempt to cover their
tracks by going back into the software and modifying previously submitted or other
pertinent specific data. And don’t forget to do the same with your accounts payable
and receivables software.

Other Critters in the Henhouse

Watch out for undisclosed kickbacks and referral bonuses from vendors such as
dental supply houses, diagnostic laboratories, would-be consultants and so called
medical cross-coding billing services. Anybody that wants or offers a percentage of
what is collected from what you or someone else actually produces is nothing more
than a wolf in sheep's clothing.

Keeping Honest People Honest
The perimeter of the henhouse is now secure. All incoming and outgoing systems
are monitored, balanced and routinely cross checked for accuracy. Now what? Are

all the roosters appropriately separated from the hens?

Here are some basic precautions to help:

Some of the classic signs of
potential embezzlement:

Increases in:

e accounts receivables,

e patient adjustments,

e bad debt write-offs,

e patient refunds as well as

e insurance overpayment
requests

Decreases in:

e actual collections of out-of-
pocket patient payments

e third-party lender
applications and approvals

e actual volume of credit
card transactions

e electronic claims transaction
with an increased volume of
resubmitted paper claims

Scrutinize banking as well as credit card statements and make sure individual purchases are authorized and
accounted for. If a purchase is being made, is the product or service actually ending up in your office? And don’t
overlook the payee statements and invoices where personal items frequently are charged by trusting team members
and paid for by you. Also, rethink all those automatic debts generated to your credit cards and bank accounts. Only
time sensitive balance billed fixed amount utilities such as power, water, telephone, e-claims, tech support and
employee insurance should have an auto draft. Variable expenses such as dental supplies should not.

Fees/Codes - Each issue of Dental Insurance Today will provide data for a different section of the fee schedule.

NAT'L  NATL

CODE DESCRIPTION LOWER LOW MED HIGH HIGHER AVG RV
D6010 |Surgical placement of implant body; endosteal implant 1189 1350| 1870 2150 2300( 1833.40| 43.55
D6056 | Prefabricated abutment-includes placement 250 257 400 500 550| 425.44| 10.11
D6057 [ Custom abutment-includes placement 300 473 662 583 680 567.24| 13.47
D6058 [ Abutment supported porcelain/ceramic crown 760 818 959 1315 1490 1045.70| 24.84
D6059 [ Abutment supported porcelain fused to metal crown 715 773 904 1225 1400 (| 979.70| 23.27

(high noble metal)

D6060 [Abutment supported porcelain fused to metal crown 704 719 780
(predominantly base metal)

956 1300| 875.40( 20.79

D6061 |Abutment supported porcelain fused to metal crown 725 734 865
(noble metal)

1100 1350| 910.70( 21.63

D6062 |Abutment supported cast metal crown (high noble 700 755 895 1160 1200| 954.30| 22.67
metal)

D6063 [Abutment supported cast metal crown (predominantly 670 698 775 990 1180 | 836.40| 19.87
base metal)

D6064 |Abutment supported cast metal crown (noble metal) 620 710 860 1095 1200( 890.30| 21.15

D6080 |[Implant maintenance procedures 109 113 128 145 169 139.05 3.30

©2007 Limoli and Associates / Atlanta Dental Consultants. These data represent 100% of the 90th percentile. The relative value is based upon the national average and not the individual columns
of broad-based data. The abbreviated code numbers and descriptors are not intended to be a comprehensive listing. Customized fee schedule analysis for your individual office is available for a

charge, from Limoli and Associates / Atlanta Dental Consultants at 800-344-2633 or www.limoli.com.
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Use your accountant and/or outside payroll service to pay your state and federal
payroll taxes and contributions. Also conduct your own inquiries at irregular intervals
to make sure payments are being made in a timely fashion. Request, balance and
review your daily practice records such as appointment book vs. claims (re)filed,
accounts receivables and payables, day sheets and bank deposit slips. Always
reconcile your own bank statements or have it done by your outside accountant.

Electronic deposits from your credit card processor as well as any other electronic
inbound transfers should be directed into a “sweep account” that maintains a
relatively small daily balance. Your banker can set this up for you and there is
generally no charge for this type of piggyback account. The sweep account
statement can be reconciled by an administrative team member without fear that
they will see transactions that are of no concern to them.

Most important is to have all banking as well as credit card statements and tax
information sent to your personal post office box, home address or directly to your
accountant’s office. Review them for irregularities prior to reconciliation.

Investigations

If you suspect embezzlement, first contact your attorney for assistance. Your
attorney will help ensure that necessary evidence is properly acquired and
preserved during the investigation. Your accountant should come next — never first.
| have worked too many cases where the office bookkeeper was the culprit working
in conjunction with the accountant to defraud the doctor.

A licensed private investigator referred by your attorney may also be helpful to
ensure that fact gathering is done properly. They will be able to collect evidence in a
confidential manner so as to confirm or negate the fact that someone may have
embezzled from you.

The thoroughness and manner of your investigation will directly impact whether you
can pursue criminal or civil proceedings, and whether you will ultimately receive
restitution. Without having gathered sufficient evidence to establish that a particular
employee has stolen from you, you may not be able to persuade the police to
pursue criminal proceedings, or successfully receive restitution.

Conclusion

Developing simple controls within your accounting systems can greatly deter
fraudulent practices in your office. Responsibility for all aspects of cash
management should be assigned to different administrative team members. If
possible, you should alternate staff responsibilities in the various processing
aspects of cash management. Your employees should be cross trained in different
positions, and responsibilities should be shifted from time to time. This reduces the
comfort level that invites theft or embezzlement.

A Word of Advice

Some of the classic warning

signs of potential
embezzlers:

Changes in longstanding
employee behavior, such

as.

always arrives early and
stays late to be alone in
office,

never takes vacations for
more than a few days,

if ever,

insists on doing every-
thing in their own way,
territorial with the
computer,

never lets the phone
finish ringing — has to
always immediately
answer,

insists on being the first to
see as well as sort the
incoming mail,

has routine access to the
office computer from an
off-site location.

Outside of the dental office
look for and be aware of
such employee issues as:

overt as well as uncom-
fortable social popularity
with other team members,
buys or spends extrava-
gantly and tries to hide it,
changes in personal life
style such as garnish-
ment, bankruptcy, di-
vorce, separation, child
custody, health of child or
other family member, etc.

One of the greatest golf teachers (not coaches) of all time was a quiet, soft spoken, gentle man from Austin, Texas.
The lessons of Harvey Penick (1904-1995) are not limited to just the tee box, fairway and green. | carry with me into
each and every day many life lessons — but none more critical than what Mr. Penick reminds us all.

“Be not too hasty in the judgment of others. God waits ’till the end.”

As for the fee data, we are this month revisiting implants and the more common prosthetic placements. Remember,
the key to successful implant reimbursement is the separate identification and appropriate billing of either the
prefabricated or custom abutment. When billed correctly, the implant retained prosthetic holds the same fee as a
traditionally retained prosthetic. More on these subjects will be discussed during the TeleForum. — «»

4 Dental Insurance Today is a monthly publication of Limoli and Associates / Atlanta Dental Consultants, Inc.

©June 2007 (800) 344-2633 www.limoli.com





<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



